Annex No.1

MpunoxeHune Ne1

Approved by the Order of the General Director of
the Company No. 43 6 dated March,01 2013

Y1BepxaeHo MNpukasom
eHepanbHoro gupektopa ObLecTBa
Ne 43 6 ot 01 mapTta 2013

Personal Data Processing Policy
of Limited Liability Company
“Torgoviy Dom “Mezhgosmetiz”

MonoxeHne 06 06paboTke NepCcoOHaNbHbIX JaHHbIX
O6wecTBa C OrpaHN4YeHHON OTBETCTBEHHOCTbLIO
«ToproBbin gom «MexrocmeTus»

I. Introduction |. BctynneHune

1. This Personal Data Processing Policy (the | 1. Hactoswee  lMonoxeHne o6  obpaGotke
“Policy”) is adopted as a local normative act of the | M€PCOHANbHbLIX  AAHHbLIX (nanee — «MonoxeHue»)
Limited Liability Company “Torgoviy Dom | SIBMSIETCS NOKaNbHbIM HOPMATUBHbLIM aKTOM O6uecTtBa ¢
“Mezhgosmetiz» in the Russian Federation, OrpaHMYEeHHONW OTBETCTBEHHOCTbID  «TOproBbid  [OM
registered at: 303030 Orel Region, Mtsensk District, | «MexrocmeTus», 3apernctpupoBaHHOro Mo  agpecy:

the city of Mtsensk, Sovetskaya street, 98a

303000, Oprnoeckas obnacTtb, MueHCKMIA panoH, T.

(hereinafter referred to as the “Company” or the | MueHck, CoseTckasi yn., 98a (panee umeHyemoro

“Employer”) This P0||Cy app“es to all employees of «OGU.I,GCTBO» nnn «PaGOTO.D.aTenb») HaCTO;".U,ee

the Company. [MonoxeHne npumeHsieTca KO BceM  paboTHMKam
ObulecTtBa.

2. The Policy is designed to set out how in | 2. HacTtoswee [lMonoxeHwe perynvpyeT TO, Kakum

accordance with applicable law, the Company | obpasom O6wecTBO B COOTBETCTBUM c

collects, uses, stores, transfers and processes by
any other way personal data relating to its
employees and candidates for vacant positions
(hereinafter each referred to as the “Employee”
and, together, the “Employees”) and its customers,
clients, consultants, contractors and suppliers, as

3akoHogartenscTBoM Poccuiickon ®epepauun cobupaer,
nucnonb3yeT, XpaHuT, nepegaeT n obpabaTbiBaeT MHbIMU
cnocobamm nepcoHanbHble AaHHble, Kacalluecs ero
pabOTHUKOB WM KaHOWOATOB Ha BaKaHTHbIE [AOIMKHOCTU
(kaxgplh M3 KOTOPbIX B OTAENbHOCTU WMMEHYeTCs B
AanbHenwem "PaboTHuUK", 1 coBmecTHO "PaboTHukn"),

well as their employees and representatives | 3aka3ymMkoB, KIMEHTOB, MOOPSOYMKOB, KOHCYNbTAHTOB WU
(hereinafter the “Contractors”) for the purpose | noctaBwmkoB WM WUX paboOTHMKOB W NpeacTtaBUTENEN
where relevant of individuals’s employment, | (qanee — «KoHTpareHTbl»), ONS Uenen, CBA3AHHbIX,
Company’s businesses and administration, and | COOTBETCTBEHHO, C UX TPYAOYCTPOWCTBOM, AEOBbIMU U
compliance with applicable laws and the local | ynpaBneH4eckumun onepauusmu O6wecTBa,
normative acts of the Company. cobntogeHnem 3aKoHodaTenbCcTBa M oKanbHbIX
HOopMaTMBHbIX akToB ObLecTBa.

Il. Processing of Personal Data Il. O6paboTka NMepcoHanbHbIX JaHHbIX

1. Purposes of Company's processing of | 1. Llenn o6pabotkn O6LecTBOM NepcoHanbHbIX
personal data of the Employees and the | gaHHbix PaboTHukOB 1 KOHTpareHToB MOMUMO MPOYero

Contractors include, inter alia, the following:

BKITHOHAIOT!:

e ensuring observation of the laws and other
normative legal acts;

e obecrnedyeHne cobNIOOEHUS 3aKOHOB W MHbIX
HOPMaTMBHbIX NMPaBOBbIX aKTOB;

e assistance to candidates
employment;

in obtaining

e cofelcTBME KaHOMAATaM B TPYAOYCTPOWCTBE;

e consider an individual as a candidate for
employment;

e paccMoOTpeHue kaHaudaTypbl dusndeckoro nvua
Ha 3amelleHne BakaHcum B O0OLLecTBE;

e training and promotion;

. o6yquMe n npogBmxeHune no cny>K6e;




control the quantity and quality of fulfilled
work;

KOHTPOSb KONMMYecTBa M KavyecTBa BbIMNOSTHAEMOMN
paboThbl;

ensuring the safety of property;

obecneyeHne COXpPaHHOCTUN MMyLLEeCTBaA,

set up a personnel files of the Employees;

ocbopMIieHNEe NNYHbIX KapT Ha PaboTHMKOB;

administration of payroll and other forms of
compensation and benefits of the
Employees;

agMUHUCTPUpOBaHWe 3apaboTHOW nnatbl U
apyrux hopm KomneHcauuin, nerot PaboTHWKOB;

Management of the Employees and
employment matters;

YnpasneHne PaboTHukamu un  BOmpocamu
TPYAOYCTPOWCTBA;

Evaluation of job performance;

MpoBeaeHNe OLEHKM MCMONHEHUS OOMKHOCTHbIX
obsasaHHocTe PaboTHUKOB;

Management of the Employees’ holiday,
sick leave, and other leaves of absence;

KoHTponb ¥ y4eT wucnonb3oBaHus paboyero
BPEMEHN (HeBbixoabl Mo 6GonesHu u gpyrue
OCHOBaHus Aans  otcytcTBus PaGoTHukoB Ha
paboyem mecTe);

military purposes;

BeeHNne BONHCKOrIo y4yeTa,

resolving issues submitted to the
Company’s hotline;

paspelleHne  BOMPOCOB,  MOMYYEHHbIX MO
«ropsyen nuHumny ObwecTsa;

management of any legal claims,
investigations or disputes, including civil
discovery in litigation involving the
Company or affiliated companies;

yyacTtue B Kaknx-nnbo cynebHbIx
pasbupaTenscTBax, paccrnegoBaHnsx nnm
crnopax, BKIto4as rpaXkgaHCKo-NpaBoBbIe
paccrnefoBaHus B pamkax cynebHbIx

pasbupartenbcTB, 3aTparvamowmx OOWecTBO
mnn acpcomnunpoBaHHble NULa;

provision of employment information to
local authorities;

npenocrtaBfieHne  OaHHbIX O  3aHATOCTU B
MyHULUMNArnbHbl€ OpraHbl BNacTu;

compliance with migration laws;

cobnioaeHne MUrpauMOHHOIo 3aKOHOOaTENbCTBA;

compliance with tax laws;

cobntogeHne HarnoroBoro 3akoHo4aTeNbCTBA;

provision the Employees with the
voluntarily medical insurance, life
insurance and other benefits;

npenocrtaBslieHne PaboTHukam ﬂ,OGpOBOJ’IbHOI’O
MeOANLNHCKOro CtpaxoBaHusA, cTpaxoBaHUA XU3HU
N UHbIX J1blOT,

compliance with Federal Law dated
December 15, 2011 Ne 167-FZ “On
obligatory pension insurance in Russian
Federation”;

UCnornHeHue ®epepanbHoro 3akoHa oT
15.12.2001 Ne 167-®3 "O6 obsasaTensHOM
NMEHCMOHHOM  cTpaxoBaHun B  Poccunckown
depepaummn’;

compliance with Federal Law dated July
16, 1999 Ne 165-FZ “On foundations of
obligatory social insurance”;

MCMNOSTHEHNe depepanbHoro 3akoHa oT
16.07.1999 Ne 165-03 "O6 OCHOBax
065a3aTeNnbHOro coLmansHOro cTpaxoBaHus";

facilitation of administrative functions and
information technology operations,
including, but not limited to, the
management and operation of information
technology and communications systems,
risk management and insurance functions,
budgeting, financial management and
reporting, strategic planning, and the

yNpoLLeHNe OCYLLECTBIEHNS aaMUHUCTPATUBHBIX
MYHKUMA U TEXHOMOrM4eckux  orepauun,
BKITlOYas, HO, HEe OrpaHuYMBasiCb, yrnpasrieHue n
aKcnnyaTauuio MHPOPMaLUMOHHBIX TEXHOOMMA U
cuctem  CBA3KW,  yrpaBneHWe  puckamu 1
cTpaxoBaHueMm, OlompkeTnpoBaHme, (UHAHCOBOE
ynpaBfieHne W OTYeTHOCTb, CcTpaTernyeckoe
NNaHUpoBaHWEe W  MpPOASIEHNE  JMLEH3UA U




maintenance of licenses, permits and
authorizations applicable to the Company’s
business operations;

paspeLleHnin, HeobxoauMbIX ANs AesATenbHOCTU
O6uecTBa;

e execution of civil law contracts between the
Company and the Contractors.

e UCMOSfHEHME TPaXXOaHCKO-NPaBOBbIX [JOrOBOPOB
mexay ObwectBom n  KoHTpareHTamu.

2. Collection of personal data is carried out
directly from the personal data subject or by means
of getting the personal data from persons
authorized by the personal data subjects for
transfer of personal data to the Company.

2. Cbop nepcoHamnbHbIX [aHHbIX OCYLLECTBsSeTcH
HernocpeacTBEHHO Yy CYObeKkTa MepCcOoHanbHbIX AaHHbIX
UM nyTem nony4YeHusl NepCcoHarnbHbIX AaHHbIX OT nuu,
YNOMHOMOYEHHbIX CyObeKkTammn nepcoHanbHbIX OaHHbIX Ha
nepegavy nepcoHanbHbix gaHHbix ObLiecTBy.

3. In case when the Employee’s personal data
can be obtained only from third party, the Employee
shall be notified on this in writing in advance and
his/her written consent shall be obtained. The
Company shall inform the Employee about the
purposes, expected sources and means of getting
personal data as well as consequences of
Employee’s refusal to give a written consent on
receipt of personal data.

3. Ecnu  nepcoHanbHble  gaHHble  PaboTHuka
BO3MOXHO MOMY4YMTb TOJSIbKO Yy TPETbeM CTOPOHbI, TO
PaboTHMK gormkeH OblTb 3apaHee B MUCbMEHHOW dhopme
yBEeOMJIEH 00 3TOM M OT HEro AOMKHO ObITb MOMy4YeHo
nucbmeHHoe cornacue. O6wectBo 0683aHO COOOLUTL
PaboTHMKYy O uenax, npegnonaraemblX WUCTOYHMKAX W
cnocobax nonyyeHust NepcoHarbHbIX AaHHBIX, @ TaKKe O
nocneacTBusix oTkasza PaboTHuMka patb NMCbMEHHoe
cornacue Ha ux nony4veHue.

4. For the purpose of informational support
public information sources of the Employees’
personal data (internal reference books) may be
created in the Company. Upon written consent of
the Employee the Employee’s surname, name,
Employee’s position, name of Company's
subdivision and work phone, Employee’s e-mail
and other personal data may be included in public
information sources.

4, B uenax wHdopmaumoHHoro obecneyeHnss B
Ob6uwectBe  Moryt  cosgaBaTbCcd  0OLWenoCTynHbIe
WNCTOYHMKMN nepcoHanbHbIX OaHHbIX PaboTHukoB
(BHYTpeHHMe cnpaBoyHuKkn). C MUCbMEHHOro cornacus
PaboTHnka B  0OOWEOOCTYNHbIE  WUCTOYHMKM  MOTYT
Bkntodatbcs PO, pomkHocTb PaboTHuka, HasBaHue
nogpasgeneHns O6uwectBa U cnyxebHbI TenedoH,
afpec O9neKTPOHHOW MOoYTbl U ApYyrMe nepcoHarbHble
JaHHble PaboTHuKa.

5. The Company shall in all cases ensure that
the scope, contents, types and terms of processing
of the personal data is in line with the applicable
law, and i.a. corresponds to the purposes of

5. O6LLecTBO MOCTOAHHO creauT 3a TeM, YTOoObl
obbem, copepxaHue, Tunbl U ycnoeus 06paboTku
nepcoHarnbHbIX AAaHHLIX COOTBETCTBOBANU NPUMEHUMOMY
3aKoHOAAaTenNbCTBY M, B YacCTHOCTM, OTBeYanu Lensiv

personal data processing and is not excessive. 00paboTkn nepcoHamnbHbIX AdaHHbIX WM He  Obinu
N3NNWHUMN.
6. Personal data can be processed both by | 6. lMepcoHanbHble OaHHble MoOryT obpabaTbiBaTbcs

use of automation means and without such use.

KaK C ucnosib3oBaHunem cpenctB aBTomMmatTumsaunun, Tak U
6e3 Ux Ucnonb30BaHUS.

7. While processing personal data without
automation means personal data are separated
from other information i.a. by its fixation on tangible
medium.

It is prohibited to fix on one tangible medium
personal data the purposes of processing of which
are admittedly incompatible. A separate medium
shall be used for each category of personal data.
Processing of personal data without use of
automated means shall be conducted in the way
allowing determining of the places of personal data
(its tangible medium) storage and detection of the
individuals processing of or having access to such

7. Mpn o06paboTke nepcoHanbHbIX [AOaHHbIX 6e3
MCNONb30BaHMs CPEeACTB aBTOMaTU3auum, NnepcoHanbHble
AaHHble obocobnsaTca OT  MHOWM  MHGOpMauuu, B
YacTHOCTM nyTeM uX duKcauMm Ha MaTepuanbHbIX
HOCUTENSX.

He ponyckaeTcs dwumkcaumss Ha OOHOM MaTrepuaribHOM
HOCMTENEe MepcoHamnbHbIX [daHHbIX, Lenb 06paboTkm
KOTOpPbIX 3aBedOMO He coBMecTUMbl. [ns kaxgon
KaTeropum nepcoHasnbHbIX OaHHbIX OOJTKEH
MCNONb30BaTLCS OTAESNbHbLIN MaTepuarnbHbIA HOCUTESb.
O6paboTka nepcoHanbHbIX [aHHbIX, OCyLlecTBnsemasi
oes MCMnonb30BaHNA cpencrts aBTomMaTm3aumm,
OCyLLEeCTBNAETCA Takum obpasom, 4YTOObl MOXHO Obino




personal data.

onpedenTb MecTa XpaHeHUs MepCcoHarnbHbIX AaHHbIX
(MaTepuanbHbIX HOCUTENen MepcoHarnbHbIX AaHHbIX) W
YCTaHOBWTb NepeyeHb NUL, OCYLLECTBSOWMX 06paboTKy
nepcoHarnbHbIX AaHHbIX, NGO UMELWMNX K HUM JOCTYT.

lll. Categories of Personal Data

Ill. Kateropuu nepcoHanbHbIX faHHbIX

1. The Company receives and/or requests the
following categories of personal data from its
Employees:

1. OOwecTtBO nNonyyaet wu/vnu 3anpalinBaeT y CBOUX

PaboTHuKkoB

cneagywuwime Kateropum  nepcoHalibHbIX

OaHHbIX:

surname, name, patronymic

CbaMl/Iﬂ na, A, OT4ECTBO,

home address and home telephone
number, mobile telephone number and
emergency contact information;

afpec MecTa NpoXuBaHusi, 4OMAaLIHUA TenedoH,
MOOUNbHbLIN TeNedOH N KOHTaKTHbIE AaHHbIe Ans
Ype3Bbl4anHbIX CUTYaLUI;

passport details;

NnacnopTHble AaHHbIE,;

date of birth;

Aarta poXxaeHus,

marital status;

ceMelrnHOoe MOonoXeHue;

number of dependants;

KOIMMYECTBO WXONBEHLEB;

bank account details and tax details;

HOMEp 0aHKOBCKOro c4éTta, a Takke PEKBU3UTDI
Hanoronnarenblnka,

conscription information;

cBeaeHnA O BOMHCKOM y4eTe,;

hire date, assignment date, place of
executing the employment, department of
employment, job title, job category, job
status, Employee status, employment
status, position status, contract group;

garta npuema Ha pa60Ty, gaTta Ha3Ha4YeHua Ha

[OIMKHOCTb, MecTo paboTbl, OTAen, HasBaHue
OOIDKHOCTK,  xapaktep  paboTbl,  kaTeropwusi
AOMmKHoCcTK, cTtatyc PabotHuka, cnyxebHoe
nonoxedHune, CTatyC AOOJDKHOCTU, KOHTpPaKTHasA
rpynna;

performance evaluation;

OLEHKa WCMOMNHeHUs TPYOOBbIX 006s13aHHOCTEN
(cBegeHus ob atTecTaumm);

absences;

nHdpopMaums 06 OTCYTCTBUM Ha paboTe;

salary amount and benefits;

pa3mep 3apaboTHOM NnaThl U MHbIX 4OMMAT;

e general continuous service/continuous e 0obwun ctax/cTax paboTol;
service;

e copy of employment agreement; e  TpyAOBOW OOroBOp;

e education and qualification  details e [aHHble 00 o6pasoBaHMM U KBanNUdUkaumm
(establishment, term of study, qualification (obpasoBaTtenbHoe yupexaeHue, nepvoa
obtained, diplomas, certificates); oby4eHus, nonyyeHHas KBanudukaums,

ONNNoMbl, CepTUdUKATI);

recommendations from the last place of
work;

pekomMeHaaLun ¢ NPOLLMOro MecTa paboTsl;

number of certificate of obligatory pension
insurance,

Homep CeupgeTenbcTtea 06sa3aTensHOro
rOCy4apCTBEHHOIO MEHCMOHHOIO CTPaxoBaHus;

gender,

non,

place of birth, citizenship;

MECTO pOoXAEeHWUA, rpaxXgaHCTBO,

taxpayer identification nhumber,;

I/IHD,VIBVID,yaJ'IbeIIZ HOMEP Hanoronnartesnbluka,

health information and/or any pregnancy
and/or disability status (only information
related to possibility of labor function
performance by the Employee);

WHOPMAUNIO O COCTOSSHUM 340POBbSA  W/MNu
GepeMeHHOCTM  u/MnM  HeTPygoCcnocobHOCTU
(MCcKNoYMTENBHO CBEAEHWS, KOTOPblE OTHOCATCS K
BOMpocy o BO3MOXXHOCTM BbIMOSNHEHNS
PaboTH1koM TpyaoBon yHKUMK);

work email address;

agpec paboyeit aNEKTPOHHON MOYThI;

discipline;

cBefeHus o cobnodeHnn Tpya0BON AMCUMNIIUHDI;

termination date and reason;

JaTa npekpaweHuss TPYAOBbIX OTHOLUEHWA U
NpUYKHa;




e and any other information provided by an e nobas apyras nHdopmaums,
Employee, or created by the Company, in npegoctaBneHHas PaboTHMKOM mnu co3gaHHas
connection with the creation, O6uwectBoOM B CBSAA3M C  BO3HUKHOBEHUEM,
administration, or termination of the yrpaBneHnemMm Wnn npekpaweHnem TpyAoBbIX
employment relationship OTHOLLIEHWN

hereinafter such personal data shall be referred to | gnanee TakMe nepcoHanbHble AaHHblE UMEHYTCS

as the “Employee Personal Data”.

«MepcoHanbHble AaHHble PaboTHMKa.

2. The Company receives and/or requests the
following personal data from the Contractors:

2. O6uecTBO NnonyyaeT u/vnu sanpawueaeT cregylolime
nepcoHarnbHble AaHHble Y cBoUX KOHTpareHTos:

e full name;

L4 NOoJyIHOE NMA;

passport details, birthday;

L4 nacnopTHble AdaHHble, JaTa POXOAEHUA,

principal place of business;

® OCHOBHOE MECTO OEeATENIbHOCTH,

job title and job description;

4 HanMmeHoBaHME N onncaHne goJKHOCTHU,

business contact details including emalil
address, phone number, fax number,
mobile number etc.

e [enoBad KOHTaKTHas WHGOpMauus, BK4Yas
agpec 9reKTPOHHOM MouyTbl, HOMep TenedoHa,
dakca, MobunbHOro Tenedgoxa, u T.4.

Hereinafter such personal data shall be referred to
as the “Contractors’ Personal Data”.

[anee Takne nepcoHalbHble [OaHHble
« I'Iepcouan bHbl€ AaHHbIe KOHTpﬁrEHTOB».

MMEHYIOTCA

3. Nothing in this Policy will prevent the Company
from collecting additional personal data beyond the
scope of the Employee Personal Data and
Contractors’ Personal Data (hereinafter — the
“‘Additional Personal Data”) described in
paragraphs 1 and 2 of section Ill. However, in the
event that Additional Personal Data is collected the
Company shall ensure that:

3. Hwukakve ycnoBua Hactoswero [lonoxeHus He
sanpewatotr OOwectBy cobupaTb AONOMHUTENbHbIE
nepcoHanbHble OaHHble (ganee — «[JononHuTenbHble
nepcoHasnbHble AaHHble»), T. €. JaHHble, He BXoAsLue
B [NepcoHanbHble gaHHble PaboTHukoB u NepcoHanbHble
AaHHble KoHTpareHToB B COOTBETCTBUM C NyHKTamMun 1 un 2
pasgena lll. OgHako B cnydae cbopa [ONONHUTENbHbLIX
nepcoHanbHbIX gaHHbIX O6LecTBo 06si3aHO 0becneunTs,
YTOObI:

(@) the rules set out in this Policy are complied
with;

(@) cobnoganucb npaeuna, YCTaHOBMNEHHbIE AaHHbIM
NonoxeHnem;

(b) access to such data is limited to that which is
strictly necessary for the collection, storage
and use of such data;

(b) poctyn K TakMM [OaHHbIM Obin  OrpaHuMyeH U
OCYLLECTBANCA TOMbKO B Clyvyae HeobXoAMMOCTU
cbopa, XxpaHeHNs1 U NCMONb30BaHWA Taknx AaHHbIX;

(c) written consent is, where required by law,
obtained from the Employee or Contractor;

(c) B cnyvasx, TpebyembIx 3aKOHOM, ObIO MOMyYeHO
nucbMeHHoe cornacue PaGoTHuka nnu KoHTpareHTa;

and "
(d) any necessary local normative acts and | (d) ©ObimM  nNpuHATBI  Heobxogumble noKanbHble
procedures or security measures, as required HOpMaTMBHbIE  akTbl, Mpouedypbl WAM  Mepbl

by law or otherwise, are put in place,

6e3onacHoCcTH, TpebyemMble MO 3aKOHY UNN Ha WHbIX
OCHOBaHUSIX,

Hereinafter such Additional Personal Data together
with the Employee Personal Data and Contractors’
Personal Data shall be referred collectively to as
“Personal Data”.

[anee Takue [lononHuTernbHbIE NEepcoHarnbHble AaHHble,
lMepcoHanbHble AaHHble PaboTHukoB u [lMepcoHanbHble
AaHHble KoHTpareHTOB COBMECTHO UMeEHYIoTCS
«lMepcoHanbHbIe AaHHbIe».

IV. Access to Personal Data

IV. focTtyn K NepcoHanbHbIM AaHHbLIM

1. The following categories of the Company’s
Employees shall have access to the Employee
Personal Data:

1. Cnegytowwme kateropmumn PaboTHukoB ObLiecTBa UMeroT
goctyn K MNepcoHanbHbIM AaHHbIM PaboTHUKOB:

(a) General Director of the Company

(a) TleHepanbHbIM AMpeKTOp NpeanpUATUS

(b) Finance controller

(b) ®uHaHCOBLIN KOHTpONEp




(c) Chief accountant, payroll accountant (c) naBHbIi  ByxranTep, O6yxrantep nNo  pacyety
3apaboTHon nNnaTbl
(d) Employees of HR department: (d) CoTpyoHukn  genapTameHTa Mo ynpaBfeHWUto

Manager HR department
Manager on a personnel
Inspector on a personnel

nepcoHana:

HavanbHuk genaptameHTa
MeHemyxep no nepcoHany
MHcnekTop no kagpam

2. The following categories of the Company’s
Employees shall have access to the Contractors’
Personal Data:

2. Cnepyowme kateropmm PaboTtHukoB ObLLiecTBa MMetoT
poctyn k MNepcoHanbHbIM AaHHbIM KOHTpareHToB:

a. General Director of the Company

a. [eHepanbHbIN AUPEKTOP NpeanpuaTUs

b. Finance controller

b. ®uHaHcoBbLIN KOHTpONEP

c. Chief accountant, accountant

c. [naBHbI ByxranTep, 6yxrantep

d. Employees of HR department:
Manager HR department
Manager on a personnel
Inspector on a personnel

d. CoTtpygHukm
nepcoHana:
HavanbHuk genaptameHTa
MeHemxep no nepcoHany
MHcnekTop no kagpam

JenaptaMeHTa No  ynpaBreHwuto

e. Foreman Administration (entry to SAP
system)

e. Mactep agMUHUCTPaATUBHO-XO3ANCTBEHHOIO OTAena
(BBegeHue B CAI)

3. The Company may permit access to or
otherwise transfer the Personal Data to the third
parties provided that written consents for such
transfer are, where required by law, obtained from
the respective Employees, Contractors in
accordance with the requirements prescribed by
the law and provided that the Company has
reasonably satisfied itself that any such third party
has in place reasonable confidentiality and data
protection provisions, and has undertaken to
secure confidentiality and safety of processing of
received personal data on the level not lower than
prescribed by the present Policy.

3. O6uwecTBOo BrpaBe paspewntb AOCTYN WAN WHbIM
obpasomM nepegaBaTb [lepcoHanbHble OaHHble TpPeTbUM
nvuam npu ycrioBMM, YTO Ha Takylo nepegadvy nosydeHo
NMUCbMEHHOE corfacMe COOTBETCTBYHOLINX PaboTHMKOB,
KoHTpareHToB, ecnu oHO TpebyeTcs Mo 3akoHy, M npu
ycnosun, 4to O6wectBo obocHOBaHHO ybeaunoch, 4To
noboe Takoe TpeTbe MU0 PYKOBOACTBYETCS pas3yMHbIMU
yCcroBusiMm O COOMOAEHUM  KOHUOEHUMANBHOCTU U
3aWmThl MepcoHanbHbIX JaHHbIX " NPUHSANO
obsi3aTenbCTBa COXpPaHATb  KOHMAeHUMANbHOCTL W
obecneynBaTb ©Oe3onacHoCTb 06pPabOTKM MOMYyYEHHbIX
lMepcoHanbHbIX OaHHbIX Ha YPOBHE HE HWXKE, YeM
npegycMoTpeHo HacToswmum MonoxeHvem.

V. Storage of Personal Data

V. XpaHeHue lNepcoHanbHbIX AaHHbLIX

1. The Personal Data may be stored and/or
maintained by the Company and Company in both
hard copy and electronic form. The Personal Data
are stored for the period required for achievement
of purposes of their processing listed in section Il
hereof. Once the purposes are achieved, the
Personal Data should be destroyed or
depersonalized, unless other term is prescribed by
the applicable law or indicated in the consent of
Personal Data subject.

1. TlepcoHanbHble [aHHblE MOTYT XpaHUTbCS W/wnu
o6HoBnATECA OOLWecTBOM kak B OymaxHOW, Tak U B
ANEKTPOHHON hopMe. lepcoHarnbHble AaHHble XpaHATCS
0O [OOCTWKeHUs uenen ux o06paboTku, yKasaHHbIX B
pasgene |l HacTtoswero [lonoxeHus. [lpu ycnosuu
JOCTMXeHNs uenn ob6paboTku, lNepcoHanbHble AaHHbIe
OOIDKHBbI  ObITb  YHMUTOXEHbl unu  obesnuueHbl, 3a
WCKITIOYEHMEM CIly4yaeB, KOrda WHOW CPOK XpaHEeHMs
YCTaHOBMEH 3aKOHOM WNW yKas3aH B cornacum cybbekra
MepcoHanbHbIX AaHHbIX.

2. The Personal Data shall be hosted and
maintained on databases located at address:

2. MNepcoHanbHble AaHHble XPaHSATCS U OOHOBMATCH B
Ga3ax [aHHbIX, pacnonoXeHHblXx no agpecy: 303000,

303030 Orel Region, Mtsensk District, the city of | Opnosckas o6nactb, MueHckuin panoH, r. MueHck,
Mtsensk, Sovetskaya street, 98a CoBetckas yn., 98a
a. the databases containing Employee a. basbl pgaHHbIX, B KOTOpbIX coAep)aTcs




Personal Data for the date of adoption of
the present Policy are 1C, SAP and WEB
system

MepcoHanbHble AaHHble PaboTHWMKOB — Ha paTty
NPUHATNA HacToswero MNonoXxeHns aTo CUCTEMbI
1C, CAIl v kagpoBasi cuctema KOMMnaHum

b. the databases containing Contractors’
Personal Data for the date of adoption of
the present Policy are 1C, SAP and WEB
system

b. Basbl AaHHbIX, B KOTOpPbIX coagepxartca
nepCOHaﬂbele AaHHble KOHTpaI'eHTOB — Ha garty
NPUHATUA HacTodALero MonoxeHnst 3TO CUCTEMBI
1C, CAI

VI. Rights and obligations of the employees

VI. NpaBa n o6sa3aHHOCTU PaboTHUKOB

1. The employees have the right to:

1. PabOTHUKM NMEIOT NpaBo:

(@) receive access to their Personal Data and
familiarize with them, including right for free
receipt of copy of any record containing
his/her Personal Data.;

(a) nonyyatb goctyn Kk cBouMM [lepcoHanbHbIM AaHHBIM U
3HAKOMUTBCA C  HMMW, BKMKYas MpaBO  Ha
6e3Bo3me3gHOe nonyvyeHve konum nwobon 3anucuy,
cogepxallen nx NepcoHanbHble AaHHbIE;

(b) request from the Company a specification,
exclusion or amendment of incomplete,
wrong, obsolete, misleading Employees’
Personal Data, Employees’ Personal Data
obtained by unlawful means or which are not
necessary for the Company;

(b) TpeboBatb 0T O6LECTBA YTOYHEHUS, UCKIHOYEHWS UK
UCMpaBfieHNUs1 HEMOSHbIX, HEBEPHbIX, YCTapeBLUUX,
HEOOCTOBEpPHbIX, HE3aKOHHO MOMYYeHHbIX WU He
ABNAIWMXCA HeobxoaumbiMu  ongd O6uwecTBa
MepcoHanbHbIX AaHHbIX PaboTHMKOB;

(c) obtain from the Company:

- information regarding individuals and legal
entities which have an access to his/her
Personal Data or to which such an access
may be provided;

- list of processing Employees’ Personal
Data and source of their reception;

- terms of the Employees’ Personal Data
processing, including terms of its storage;

- information regarding legal consequences
which may arise for the Employee due to
his/her Personal Data processing;

(c) nonyyaTtb ot ObwecTBa:
- cBefeHMs O nuuax, KOoTopble WMelT [OoCTyn K
lMepcoHanbHbIM AaHHbIM PaboTHMKOB MM KOTOPbIM
MOXeT ObITb NpefoCTaBEeH Takow AOCTY;
- nepe4veHb obpabaTbiBaeMbix MepcoHanbHbIX OaHHbIX
PaboTHUKOB 1 MCTOYHUK X NONYYEHUS;
- cpoks 06paboTtkm  [lepcoHanbHbIX
PaboTHUKOB, B TOM YMCIE CPOKU NX XPAHEHWS;
- CBeAEeHMs O TOM, KaKkue topuanyeckme nocneacTeus
ana PaboTHuka MOXeT noernedb 3a cobon obpaboTka
ero lNMepcoHanbHbIX AaHHbIX;

JaHHbIX

(d) request of informing all individuals and legal
entities to which the wrong or incomplete
Employees’ Personal Data were transferred
on all exclusions, amendments  or
supplements which were performed in respect
of the Personal Data;

(d)TpeboBatb u3BeweHuss OOWecTBOM BCeEX L,
KOTOpbIM paHee ObliM COOOLWEHbl HEeBeEpHble UMK
HenonHble epcoHanbHble AaHHble PaboTHuMkoOB, 060
BCEX  MPOM3BEOEHHbIX B  HUX  UCKIOYEHUSIX,
ncnpaBfeHnsX U AoNoSTHEHUSIX;

(e) access to their medical data through the any
medical specialist by their choice;

(e)Ha [poCTym K OTHOCALWMMCS K HUM MEAMLMHCKUM
OaHHbIM C NOMOLLBID MeOULUMHCKOro crneunanucra no
nx Bbibopy;

() determination of their
Personal Data protection;

representatives for

(f) onpegeneHne cBoux npeacTaBuTeEnen ANd 3aluThbl
cBoux MNepcoHanbHbIX aHHbIX;

(g) challenge unlawful actions or inactions
performed by the Company and the Company
in course of the Personal Data processing
and protection in the court or authorized body
on protection rights of Personal Data subjects.

(g) oGxkanoBaTb B YMOSIHOMOYEHHbIA OpraH Mo 3ailuuTte
npaB cyobekToB [lepcoHanbHbIX [AaHHbIX WM B
cygebHoM nopsigke HernpaBOMEpHble OEWCTBUS WIK
6esgenictens Ob6wecTBa npu obpaboTke u 3awmTe nx
MepcoHanbHbIX AAHHbIX.

2. Employees are obliged to:

2. PaboTHUKM 0b65a3aHbI:

(&) not to transfer (not to disclose) the Personal
Data of other Employees to third party without
respective powers and Employees - Personal
Data subjects written consent, until another is
provided by the effective law;

(a)He nepepmaBaTb (He pasrnawartb) [lepcoHanbHble
AaHHble WHbIX PaboTHukoB TpeTben cTopoHe 6e3

Hann4yna COOTBETCTBYHOLNX NOSTHOMOYUI n
NMNCbMEHHOIo cornacua Pa6OTHI/|KOB-Cy6beKTOB
nepCOHaﬂbeIX OaHHbIX, ecnm NnHoe HE

npeaycMOTPEHO AEVCTBYHOLNM 3aKOHO4ATENbCTBOM;

(b) not to copy and not to make extracts of the
Personal Data of other Employees for

(b) He konvpoBaTb M He fgenaTtb BbINUCKKN NepCcoHanbHbIX
OaHHbIX Apyrux PaboTHMKOB B LIENSX, HE SBNAOLLMXCS




purposes other than working purposes;

CNy>XeBHbIMU LiensiMu;

(c) provide the documents containing their
Personal Data, required in order to formalize
the employment and for further work;

(c) npepocTaBnATb OOKYMEHTH!, cofepxatime
lMepcoHanbHble OaHHble PaboTHWKOB, Heobxoaumble
Ans npyemMa Ha paboTy 1 ans paboTbl B fanbHENLLEM;

(d) notify the authorized Employees HR
department of the Company on change of
their Personal Data.

(d) ypegoMnsiTb  ynoriHOMO4YeHHbIX nny  (PaboTHukoB
otgena kagpoB O6uwectBa) 06 M3MEHEHUM CBOMUX
MepcoHanbHbIX AaHHbIX.

VII. Legal, Technical
Security Measures

and Organizational

VIl. Opunanyeckue, TeXHNYECKUE N OpraHN3aLUoOHHbIe
Mepbl 6e30NacHOCTU

1. The Company takes and will take technical, legal
and organizational security measures in respect of
the Personal Data

1. OOwecTtBO npuHUMaeT wn OygeT npuUHUMATL
TEXHWYECKMNE, OPUONYECKME U OpraHM3aLMoHHbIE Mepbl
6e3onacHOCTM B OTHOLEHWM [MepcoHanbHbIX AaHHbIX:

2. In order to ensure compliance with the laws
while processing of the Personal Data and manage
access to the Personal Data the Company shall:

2. Onsa uenen obecnevyeHus cobnioaeHus
3akoHogartenbcTBa npu  obpabotke [lepcoHanbHbIX
OaHHbIX U KOHTponsa goctyna K MepcoHaneHbIM AaHHBIM
O6uecTBO:

(a) assign person responsible for organization of
Personal Data processing;

(@) HasHauyaeT NuUO, OTBETCTBEHHOE 3a OpraHM3auumio
06paboTkm [NepcoHanbHbIX AaHHbIX;

(b) establish procedures directed to prevention
and detection of violations of the Russian

(b) ycTaHaBnuMBaeT npouedypbl, HanpasfeHHble Ha
npeaynpexaeHve U BbisSIBlieHWe  HapyLeHWi

data protection laws and eliminate 3aKoHogaTenbCTBa O MEpPCOHAaNbHbLIX AaHHbIX U
consequences of such violations; yCTpaHeHue NoCneacTBUN Taknx HapyLUEHWUN;
(c) adopt Ilocal normative act reflecting | (¢) npuvHMMaeT nokanebHble HOPMATUBHbLIE  aKThl,

undertaking listed above in item (b) clause 2
section VII;

oTpaxawLime NpuHATUE Mep, YKasaHHbIX Bbille B
yactu (b) nyHkTa 2 cekuum VII;

(d) perform internal control and (or) audit of
compliance of Personal Data processing
with the Russian Federation data protection
laws and local normative acts of the
Company adopted in respect of the
Employees of the Company not rarely than
1 (one) time during each 3 (three) years;

(d) ocywecTBnNseT BHYTPEHHUM KOHTPOMb W  (Mnn)
ayouT cooTBeTcTBMS 00paboTkn [lepcoHanbHbIX
OaHHbIX  3akoHam Poccunckon ®depepaunm o
3aWmTe OaHHbIX W JIOKanbHbIM  HOPMAaTMBHbLIM
aktam OOwecTBa, MPUHATBIM B OTHOLUEHMU
PaboTHukoe ObLwecTBa, He pexe, YeM 1 (oauH) pas
3 (Tpm) roga;

(e) estimate potential damages which may be
caused to the Personal Data subjects due to
breach of the Russian Federation data
protections laws, correlate these damages
and undertaken measures directed for the
Personal Data protection;

(e) oueHuBaeT Bped, KOTOPbIA MOXET ObiTb NPUYMHEH
cyobektam [lepcoHamnbHbIX [aHHbIX B Ccry4yae
HapyweHusa 3akoHoB Poccuiickon ®epepauumn o
3almuTe [aHHbIX, COOTHOCUT YKasaHHbI Bpeg M
npuHUMaemble Mepbl, HanpaefeHHble Ha
obecneyveHve 3awmThbl [epcoHanbHbIX JaHHbIX;

() familiarize  all Employees performing
processing of Personal Data with the
requirements of the Russian data protection
laws and the Company’s internal normative
acts on issues related to Personal Data
processing adopted in respect of the
Employees of the Company and (or) training
these Employees;

Q) 3HaKoMuT Pa6oTHukoB, HernocpeacTBEHHO
ocywiecTBrsiowmx — obpaboTtky  [lepcoHanbHbIX
OaHHbIX, C MONOXEHUSAMU  3aKoHOAaTenbCTBa

Poccunckon denepaumm o nepcoHanbHbIX AaHHbIX,
nokarnbHbIMY HOpMaTMBHbIMKU akTamy ObLLecTBa No
BornpocaM 00paboTkn [lepcoHanbHbIX OaHHbIX,
NPUHATBIM B OTHOWeEHUN PaboTHukoB ObLwiecTsa, U
(Mnn) npoBoauT 00yYeHue ykasaHHbIX PaboTHMKOB.

(9) maintain up-to-date records of all individuals
authorized to access the systems on which
Personal Data are stored, including the
processing operations they are authorized to
perform thereon;

() BepeT NOCTOSAHHO OGHOBMsieMble 3anuncyn 060 Bcex
nMuax, UmerLwmnx npaBo AocTyna K cuctemam, B
KOTOpbIX XpaHaTca [lepcoHanbHble [aHHble, C
yKkasaHuem npoueayp o6paboTkM OaHHbIX, KOTOpbIe
OHU NUMEKT NpPaBO OCYLLECTBNATb,

(h) provide the Personal Data subjects with
unlimited access to this Policy;

(h)  npepoctaBnAeT  HeOrpaHUYEHHbIN
HacTosiwemy  [lonoxeHuio  Ans
MepcoHanbHbIX faHHbIX;

poctyn K
cybbekToB




0] implement suitable mechanisms, involving
usernames and secret passwords, to ensure
that Personal Data may only be accessed
by those individuals authorized to access

() BBOAUT Haamnexalume MmexaHusMbl, BKMoYas MMeHa
nonb3oBaTernein W CeKkpeTHble naponu, YToObl
obecneuntb AocTyn K [lepcoHanbHbIM OaHHbIM
WCKIMKOYUTENBHO NULL, MMeLWUX npaBo AocTyna K

such data and that their access is restricted OaHHbIM, Tpu4YeM B TOW Mepe, B KakoW UM
to those data necessary to perform their Heobxoaumo UMeTb Takon aocTyn ans
duties; OCYLLIECTBIEHUS NX 00A3aHHOCTEN;

)] ensure that every individual with access to | (j) npoBepsieT U MNpUHUMAET Mepbl K TOMY, 4TOObI

the systems and/or files on which any
Personal Data is stored is aware of his/her

Kaxgoe Inuvuo, uMetollee
cuctemam w/vnu nankam,

npaBo JocTyna K
B KOTOpbIX XpaHATCS

obligations, responsibilities and processing MepcoHanbHble  AaHHble, 3HaANO O  CBOUX
operations relating to any such data; 06a3aHHOCTSX n npoueaypax obpaboTku,
CBA3aHHbIX C TakKMnMn AOaHHbIMU, a TakKXe o6

OTBETCTBEHHOCTMH;
(k) ensure that procedures for reporting and | (k) obecneumBaet npuMeHeHne npoueayp

managing incidents and the measures
implemented to guarantee the level of

HanpasJieHnA OT4EeTOB N pa3pelleHnd np06neM, a
Takke Mep, NMPUHATbIX AOnd obecneyenust YPOBHA

security prescribed under this Policy are ©e3onacHocTy, YCTaHOBIEHHOIO HaCTOALLMM
implemented; [NonoxeHnewm;
()] install antivirus programs for the purpose of | (1) yCTaHaBMMBaEeT aHTUBUPYCHble MNporpaMmbl C

Personal Data protection;

Uesibio 3alinThbl nepCOHaJ'IbeIX AaHHbIX;

(m) establish separate access to the Personal
Data processed in the Company's

informational system(s);

(m) ycTaHaBnNMBaeT  pasrpaHWYEHHbIn  gocTyn K
lMepcoHanbHbIM  AaHHbIM, O6pabaTbiBaeMbiM B

nHdopmaunoHHol(bix) cucteme(ax) ObwecTsa,;

(n) ensure the level of protection of | (n) o6ecneunBaet YPOBEHb 3aLUNLLIEHHOCTH
informational systems in accordance with WH(POPMALIMOHHBIX CUCTEM B COOTBETCTBUM C
the requirements of Russian laws. TpeboBaHuAMM  3akoHodaTenbcTBa Poccuickon

degepaumu.

3. The Company shall keep up-to-date records of
incidents, including the name of the person(s)
responsible, the time the incident(s) occurred, the
consequence(s) (if any) and the subsequent action
taken where the security of Personal Data has
been compromised.

3. ObwecTBO BegeT NOCTOSHHO OBHOBMSIEMbIE XypHarbl
NnpoucLIecTBMA, B KOTOPbIX  YyKasbIBaAlOTCA  UMS
OTBETCTBEHHOTO IMuUa (nuu), BpeMs NPOUCLIECTBUS,
NnocneacTBusi (ECNM TaKoBbIE MMEKTCA) U NpeanpUHsTbIe
JeficTBMSE B crydae  HapyweHuss  6e3onacHoCTM
MepcoHanbHbIX AaHHbIX.

4. In order to seek to prevent the Personal Data
being lost the Company shall ensure:

4. [Ina npegoTepalleHnst notepm MepcoHanbHbIX AaHHbIX
O6LecTBO OCYLLECTBNSET:

€) the correct procedures for the backup and | (a) BBeaeHue Haanexawmx npowueayp
recovery of Personal Data are in place; and pe3epBUpOBaHUS n BOCCTaHOBEHNS
[NepcoHanbHbIX AaHHbIX;
(b) backup copies of the Personal Data are | (b) O6GecneyeHune perynspHocT# pe3epBHOro
made at regular intervals. konupoBaHus NepcoHanbHbIX AaHHbIX;
(c) Storage of tangible mediums of Personal | (c) xpaHeHue MaTepuarbHbIX HocuTenen
Data in non-combustible metal bookcases [MepcoHanbHbIX OaHHbIX B Hecropaembix

and safes in accordance with the MeTannMyeckmx Wwkadax n cendax B COOTBETCTBUN

requirements of Russian laws. ¢ TpeboBaHuaMM 3akoHogaTenbcTBa Poccuickon
Pegepaumu.

5. The Company takes other necessary legal, | 5. MpuHuMaeT gpyrue HeobxoauMbIe HOPUANYECKUE,

organizational and technical measures to protect
Personal Data from illegal or accidental access,
destruction, changes, blocking, copying, transfer,
distribution of personal data, as well as from other
illegal actions with respect to personal data, inter
alia, measures required by the Federal Law dated
July 27, 2006 Ne 152-FZ “On Personal Data”,
Government Decree dated November 01, 2012 Ne

OpraHu3auMoHHble W TEeXHU4eckMe Mepbl Mo  3awuTe
MepcoHanbHbIX AaHHbLIX OT HE3aKOHHOIO UMW Cry4YanHoro
[OCTYNa, YHUYTOXEHWS, W3MeHeHusl, OnoKMpoBaHus,
KOMMpoBaHWs, Mepedayun, pacnpocTpaHeHus, a Takke
APYrMX  HEe3aKOHHbIX  OeNCTBUA B OTHOLUEHUU
[MepcoHanbHbIX  AdaHHbIX, B  YaCTHOCTW,  Mepbl,
NpeayCMOTPEHHbIE, depepanbHbIM 3aKOHOM oT
27.07.2006r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIXY,




1119 “On approval of the Requirements to
protection of personal data processing in the
personal data informational systems” and other
normative legal acts

MoctaHoBneHuem [pasutenbctBa ot 01.11.2012r. Ne
1119 «O6 yTBepxaeHun TpeboBaHuM K  3awuTe
nepcoHanbHbIX  AaHHbIX Npu  ux obpaboTke B
WH(OPMALMOHHBLIX CUCTEMAX NepCOHanbHbIX AaHHbLIX» U
APYrMMU HOPMATUBHBLIMU NPABOBLIMU aKTaMMU.

VIIl. Person Responsible for Organization of
Personal Data Processing

VIll.  Jluwo, oOTBeTCTBEHHOe 3a
o06paboTkm lNMepcoHanbHbIX AaHHbIX

opraHusaumio

1. The Company appoints the person responsible
for organization of Personal Data processing of the
Employees of the Company (hereinafter — the
“Responsible Person”).

1. OG6uwecTtBo HasHayaeT fMLO, OTBETCTBEHHOE 3a

opraHmsaumio  06paboTtkm  [lepcoHanbHbiXx  [aHHbIX
paboTHukoB OOwectBa (ganee — «OTBeTCTBEHHOEe
nnLoy).

2. Person responsible for Personal Data processing

2. Jluyo, oTBeTCTBEHHOE 3a 006paboTky [lepcoHanbHbIX

is appointed by the relevant order of the General | gaHHbIX, Ha3Ha4yaeTcss COOTBETCTBYHOLUUM MNPUKA30M
Director of the Company. "eHepanbHoro anpektopa ObulecTaa.

3. The Responsible Person obtains instructions | 3. OTBeTCTBEHHOE MU0  MOMy4YaeT  UHCTPYKLMK
directly from the General Director of the Company. HernocpeacTBEHHO  OT [eHepanbHOro  AMpekTopa

O6uecTBa.

4. The Responsible Person shall in particular:

4. OTBeTCTBEHHOE NULI0 OCYLLECTBMSAET, B YaCTHOCTMH,
crnenywoulee:

(@) perform internal control on the Company | (a) ocywecTBnser BHYTPEHHUI KOHTPOSIb 3a
and its Employees’ compliance with the cobnogeHnem PabotHukamn un  OOwecTBOM
Russian Federation laws on personal data TpeboBaHui 3aKkoHogaTenbCcTBa Poccuinckon
and data protection requirements; degepaumm 0 nepcoHarnbHbIX AaHHbIX;

(b) inform the Employees on requirements of | (b) WHdopmupyer PaboTHukoB 0  TpeboBaHMsX
the Russian Federation data protection laws 3akoHogaTtenbctBa Poccunckon ®egepauun o
and the Company’s local normative acts in nepcoHanbHbIX OaHHbIX " noKarnbHbIX

this sphere adopted in
Employees of Company;

respect of the

HopmaTMBHbIX akTtoB ObwectBa B 3Ton cdepe,
NPUHATBLIX B OTHOWweHun PaboTHukos ObLiecTsa;

(c) organize acceptance and processing
requests of Personal Data subjects or their
representatives and (or) perform control

(c) opraHusyet npuem u obpaboTky obpalieHun un
3anpocoB CyObeKkToB [lepCoHanbHbIX AaHHbIX UK
ux npegcraButenen wn  (MnuM)  ocyllecTensieT

over organization of acceptance and KOHTpPONb 3a MpuMeMoOM U 00paboTKOM Takux
processing of such request. oGpalleHnii 1 3anpocoB.
IX. Transfer of Personal Data IX. NMepenaya MNMepcoHanbHbIX AAHHbLIX
1. The Company shall ensure that written | 1. Mpn nepepaye nepcoHarnbHbIX OaHHbIX TPETbUM
consent of Personal Data subject, where required | nmuam O6wecTBo 00a3yeTca obecneunBaTb Hanuuve
by law, is obtained and that the receiving party is | nMcbMeHHOro  cornacusi  cybbekta  [lepcoHanbHbIX

duly and explicitly notified of the confidentiality and
possible processing of the Personal Data, as well
as undertakes all measures for personal data
protection, confidentiality and security in
accordance with the Federal Law dated July 27,
2006 Ne 152-FZ “On Personal Data”.

AaHHbIX, ecnn OHO TpebyeTcs MO 3akoHy, a Takke
obecneunBaTtb, 4TOObI MoOny4vawwas cTopoHa Obina
SIBHBIM M Hagnexawum obpa3oM uM3BelleHa O
KOHMAEHUMANbHOM XapaKkTtepe 1 BO3MOXHOMN obpaboTke
MepcoHanbHbIX OaHHbIX, @ Takke npeanpuHMMana Bce
HeobxoanMble Mepbl ansi obecneyeHuns
KOHmMaeHunaneHocTn,  6e3onacHocTM M 3alUMTbl
MepcoHanbHbIX AaHHbIX B COOTBETCTBUM C PefeparnbHbIM
3akoHoM 27.07.2006r. Ne 152-®3 "O nepcoHanbHbIX
JaHHbIX".
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2. Personal Data may be transferred within
the Company (between the  Employees) for
purposes of performance work duties by the
Employees and Company’s labor obligations
before the Employees in accordance with this
Policy.

2. MepcoHanbHble AaHHble MOryT nepeaaBaThbcs
BHYTpu O6uwectBa (mexagy PaboTHukamu), B uensx
WCMNOMNHEHNS OOIMKHOCTHBLIX 06sa3aHHOoCcTelr PaboTHUKOB 1
obsizatenbctB  OOuwlectBa kak pabotogatens nepeg
PaboTHukamn B COOTBETCTBUM c HacToALLMM
lMNonoxeHnem.

X. Responsibility for Implementing this Policy

X. OTBETCTBEHHOCTb 3a npuMeHeHue MNMonoxeHus

1. The Responsible Person shall be responsible for
the implementation of this Policy and the protection
of the Personal Data collected and used in the
Company ant.

1. OTBeTCTBEHHOE NULO HeceT OTBETCTBEHHOCTb 3a
npMMeHeHne HacTosiero [lonoxeHns u©  3awWmTy
nepCOHaJ'IbeIX AOaHHbIX, CO6VIpaeMbIX n I/ICI'IOJ'Ib3yeMbIX
O6uiecTsoM.

XlI. Other Provisions

XI. UHble nonoxeHus

1. In all matters not covered by this Policy and
concerning processing of Personal Data in the
territory of Russia the Company shall be governed
by the Russian law.

1. Bo Bcex BOnpocax, He PacCMOTPEHHbIX HACTOSALMM
lMonoxeHvem n kacawwmxca oBpaboTkM NepcoHanbHbIX
AaHHbIX Ha TeppuTopum Poccun, ObwecTBO
PYKOBOACTBYETCSH POCCUACKUM 3aKOHOAATENbCTBOM.

2. This Policy is drawn up in Russian and English.
In case of any discrepancies text in Russian shall
prevail.

2. Hacrtoswee [lonoxeHne cOCTaBMEHO Ha PYCCKOM U
aHrMMNCcKoM si3blkax. B cnyyae kakux-nubo pacxoxgeHun,
TEKCT Ha PYCCKOM $3blke WMEET NPenmMyLLeCTBEHHYIO
cuny.
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Annex No.2 MpunoxeHune Ne2

Approved by the Order of the Limited Liability YTtBepxaeHo Npukaszom
Company “Torgoviy Dom “Mezhgosmetiz» "eHepanbHoro ampektopa Ob6LecTBa ¢
No. 43 6 dated March 01, 2013 OrpaHN4YeHHON OTBETCTBEHHOCTLIO « TOProBbIv AOM
«MexrocmeTns» Ne 43 6 ot 01 maprta, 2013

| hereby confirm that | have read the HacToswmm A1 nogTBepXxAaro, YTo A npounTan/a
Personal Data Processing Policy of the MonoxeHne 06 06paboTke NepPCOHaNbHbIX
Limited Liability Company “Torgoviy Dom AaHHbIX ObLecTBa C OrpaHU4YEeHHOMN
“Mezhgosmetiz» and agree with its terms OTBeTCTBEHHOCTbLIO «TOProBbIN AOM
and conditions: «MexrocmeTn3» U cornaceH/Ha ¢ ero ycrnoBusimm
signhature / name of the employee / job positions of the employee / date /
Moanucb PUNO paboTHUKa OOJIKHOCTb paboTHMKa pgara
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